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Is the Cyber-Security Threat to 

the Electric Utility Industry Real?
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• Nation State Threats

• Supply Chain Threats

• Business Email Compromise (BEC)

• What Can You Do?

Topics for Today
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Russian Activity Update



• Of the 100 “phished”, approximately 20 were 

hooked

• 12 of the 20 accounted for 45% of electricity 

delivered in the US

• NPPD does not appear to be one of the 

“chosen ones”

Russian Activity Update



Supply Chain Threat
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•Affects Triconex Tricon 
safety controllers

•Supply Chain attack 
example

•NPPD does have 
impacted equipment at 
SS1, GGS, and CNS

Triton/TRISIS/”Hatman” Malware



Business Email Compromise 

(BEC)
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An Example of BEC
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An Example of BEC
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An Example of BEC
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What Can We Do?
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1. Have a Recovery Plan…and practice it!

2. Have multiple layers of defense…and email 

protection is a must!

3. Keep Security in your employees “Front of 

Mind”…using whatever means possible!!

Three (3) Things that can help 



Have a Recovery Plan..and

practice it!



The objectives for GridEx V are: 

• Exercise incident response plans 
• Expand local and regional response 
• Engage interdependent sectors 
• Increase supply chain participation 
• Improve communication 
• Gather lessons learned 
• Engage senior leadership



Have multiple layers of 

defense…and email protection is 

a must!



Keep Security in your employees 

“Front of Mind”…using whatever 

means possible!!
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• Threats against Critical Infrastructure 

are real and increasing.

• Your employees are your biggest 

weakness and your best ally.

• Be prepared by having a plan and 

keeping your employees on-guard.

Three Takeaways…



Questions?


